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(3)Abstract


The reliability of services is a critical factor in ensuring positive customer perception on
 overall quality. To perform complex actions, it is necessary to combine smaller services
 to generate a synergy of services. However, a composite Web service will not fulfill a
 user’s goal, unless the composite services can be recovered should there be a failure. It
 is inevitable that several Web services may either perish or fail before and during the
 execution. One of the responsibilities of the mediator, which stands between providers
 and the consumers, is to monitor the execution of the services. In case of a failure, the
 composite service needs to be adapted so that the system survives.


The challenging issues of the recovery of composite services are its probability, the accu-
 racy of the resulting composite service, and the Quality of Service (QoS) deviation from
 the original. Traditionally, service-based systems often substitute a matching service for
 the failed service. The accuracy of a matching can be enhanced by employing semantics.


Semantic annotations of Web services describe the services’ functionality unambiguously.


However, finding a matching service is not always successful. There are some approaches,
 which replace a sequence of services, including the failed service with another set of ser-
 vices to comply with the required task. Their experiments show improvements to the
 recovery of the unsuccessful composite services. Nevertheless, these methods have not
 totally rectified the problem.


In the proposed solution, called SRPFR, an automatic renovation plan is utilized to im-
 prove the likelihood of impeding the system from a total failure. The method first consid-
 ers a subgraph of services (including the failed service) in a digraph of Web services, i.e.


the Original Subdigraph. The subdigraph may begin not only from the failed service but



(4)also preceding the well-executed services. Then, the method searches for a compatible
 subdigraph (Replacement Subdigraph) to be placed in lieu of the Original Subdigraph.


Broadening the beginning point of the search for the Original Subdigraph increases the
 probability of discovering a matched replacement. The Original Subdigraph may contain
 world-altering services with real-world effects, which must be compensated before the
 replacement. The recovery is divided into two phases, offline and online, to reduce the de-
 lay of the replacement at the onset of failure. The time-consuming calculations are done
 in the offline phase, and the replacement is done in the online phase. This prevents any
 increment of the response time of the composite service, even though a failure may occur.


The proposed approach is evaluated with synthetic test collections of composite semantic
services using the atomic services and their related ontologies of a standard atomic service
test collection called OWLS-TC. The simulation results show a recovery probability of
more than 55% for a more realistic collection of services. In addition, the actual replace-
ment delay is maintained at a minimum constant value regardless of the size of the test
collection. From the QoS deviation aspect, the method can adapt the composite service
without a major change in the prioritized QoS properties.



(5)Abstrak


Keyakinan terhadap perkhidmatan-perkhidmatan adalah satu faktor yang amat penting
 dalam memastikan tanggapan pelanggan-pelanggan yang memberangsangkan terhadap
 kualiti secara keseluruhan. Untuk melaksanakan tindakan-tindakan yang lebih meluas,
 maka ia adalah perlu untuk menggabungkan kesemua perkhidmatan yang kecil untuk
 menjana perkhidmatan yang lebih berkesan secara keseluruhan. Walau bagaimanapun,
 perkhidmatan web yang terbahagi-bahagi atau terpecah-pecah tidak dapat memenuhi mat-
 lamat pengguna-pengguna, melainkan jika ada satu pendekatan yang dapat meningkatkan
 kemampuan perkhidmatan web tersebut daripada masalah dan kegagalan tersebut. Ia
 tidak dapat dielakkan kerana beberapa perkhidmatan web sebelum ini berlaku masalah
 atau kegagalan ketika dalam pelaksanaan dan pelancarannya. Salah satu tanggungjawab
 pengantara, yang berada di antara pembekal-pembekal dan pengguna-pengguna adalah
 untuk memantau pelaksanaan perkhidmatan-perkhidmatan tersebut. Dalam kes kega-
 galan, perkhidmatan web tersebut perlu disesuaikan supaya sistem dapat diteruskan den-
 gan berkesan.


Isu-isu yang mencabar terhadap pemulihan perkhidmatan yang terbahagi-bahagi terse-
but adalah kebarangkalian dan ketepatan perkhidmatan yang terbahagi-bahagi yang ter-
hasil, dan Kualiti sisihan Perkhidmatan (QoS) daripada asal. Secara tradisinya, perkhid-
matan berdasarkan system-sistem selalunya menggantikan perkhidmatan yang gagal den-
gan perkhidmatan yang sepadan. Ketepatan padanan boleh dipertingkatkan dengan meng-
gunakan semantik. Penjelasan-penjelasan dalam Semantik perkhidmatan-perkhidmatan
sesawang (Web) yang menggambarkan penggunaan perkhidmatan-perkhidmatan yang
begitu jelas. Walau bagaimanapun, pencarian perkhidmatan yang sepadan tidak senti-
asanya berjaya. Terdapat beberapa pendekatan yang menggantikan urutan perkhidmatan,



(6)termasuk perkhidmatan yang gagal dengan set perkhidmatan-perkhidmatan yang lain un-
 tuk melakukan tugas-tugas yang dikehendaki. Melalui penyelidikan yang dijalankan, ia
 menunjukkan peningkatan kepada pelaksanaan perkhidmatan yang terbahagi-terbahagi
 itu adalah berjaya. Walaupun demikian, kaedah ini tidak benar-benar memperbetulkan
 masalah tersebut.


Dalam penyelesaian yang dicadangkan, yang dipanggil SRPFR, pelan pengubahsua-
 ian automatik digunakan untuk meningkatkan kemungkinan yang menghalang sistem
 daripada jumlah kegagalan. Kaedah pertama menganggap subgraf bagi perkhidmatan-
 perkhidmatan (termasuk perkhidmatan yang gagal) dalam digraf perkhidmatan Web iaitu
 Subdigraph Asal. Subdigraph boleh bermula bukan sahaja dari perkhidmatan yang gagal
 tetapi juga perkhidmatan sebelumnya baik disempurnakan. Kemudian, kaedah tersebut
 mencari subdigraph yang sesuai (Subdigraph Penggantian) untuk ditukar ganti dengan
 Subdigraph Asal tersebut. Memperluas titik permulaan carian untuk Subdigraph Asal
 meningkatkan kebarangkalian tersebut bagi menemukan penggantian dipadankan. Subdi-
 graph asal mungkin mengandungi perkhidmatan yang dunia yang berubah-ubah dengan
 kesan-kesan dunia sebenar, yang mesti diimbangi sebelum penggantian. Pemulihan diba-
 hagikan kepada dua fasa, luar talian dan dalam talian, untuk mengurangkan kelewatan
 penggantian pada permulaan kegagalan. Pengiraan yang memakan masa yang dilakukan
 dalam fasa offline, dan penggantian dilakukan dalam fasa dalam talian. Ini menghalang se-
 barang kenaikan bagi masa jawaban terhadap perkhidmatan terbahagi-bahagi, walaupun
 kegagalan mungkin berlaku.


Pendekatan ini dinilai dengan koleksi ujian sintetik terhadap perkhidmatan-perkhidmatan
semantik yang terbahagi-bahagi menggunakan perkhidmatan atom dan ontologi yang



(7)berkaitan dengan mereka koleksi ujian perkhidmatan piawaian atom dinamakan sebagai
OWLS-TC. Keputusan-keputusan simulasi menunjukkan kebarangkalian pemulihan lebih
daripada 55% untuk koleksi perkhidmatan yang lebih realistic dan sebenar. Di samp-
ing itu, kelewatan penggantian yang sebenar dikekalkan pada nilai malar yang minimum
tanpa mengira saiz koleksi ujian. Dari aspek kelainan QoS, kaedah tersebut boleh menye-
suaikan perkhidmatan yang terbahagi-bahagi tanpa perubahan besar dalam ciri-ciri utama
bagi QoS.
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(23)Chapter 1: Introduction


1.1 Overview


Web services are the building blocks of today’s service-based systems which ease inter-
 operability of the participant enterprises. Following more than a decade of introducing


“semantic Web services” (McIlraith et al., 2001), which combine semantic technologies
 with Web services, a few description languages are introduced. The description languages
 unambiguously annotate Web services so the machines would be able to process the de-
 scriptions; hence, the machines can automatically discover, compose, and execute the
 Web services. In general, “Semantics” for Web services annotates their functional and
 non-functional properties.


The proposed languages describe the Web services from two opposite directions. The lan-
 guages called OWL-S(OWL and Services) (Martin et al., 2004), andWSML(Web Ser-
 vice Modeling Language) (Roman et al., 2005) semantically describe the Web services
 from a top-down approach, i.e. an expressive framework is proposed. Conversely, other
 languages such as Web Service Semantics (WSDL-S) (Akkiraju et al., 2005), adopt a
 bottom-up modeling approach to supplement existing service specifications such as Web
 Services Description Language (WSDL) (Christensen et al.,2001) with semantic annota-
 tions. Further, the World Wide Web Consortium (W3C) has created a standard language
 called Semantic Annotations for WSDL (SAWSDL) (SAWSDL Working Group, 2007)
 to describe the Web services unambiguously.


In a Web service-based architecture, a provider publishes its services in a registry. The
consumers, based on their needs, search the registry to look for a matching service. The
search is done by either the consumer or an agent, which acts as a mediator and stands



(24)between the provider and the consumer (Booth et al., 2004). In a more advanced ar-
 chitecture, the mediator handles other tasks as well (Erl, 2007; McIlraith et al., 2001;


W3C Working Group,2004), which are as follows:


Publish The mediation commences from the publication of service specifications into a
 registry.


Discovery The mediator discovers the right service to fulfill the consumers’ goal.


Composition A single service is usually not able to perform all the required tasks of
 a business process. The smaller services are integrated to represent a synergy of
 services, which is capable of managing interoperation among the services, and per-
 forming complex actions (Medjahed, 2004). The composite service is executed by
 the mediator. The mediator handles the negotiations among the providers and their
 consumers (Kuropka et al.,2008).


Execution and Monitoring The mediator invokes either a single or a composite service.


The execution of the services are controlled, and monitored (Vaculín & Sycara,
 2008) so that the required service is delivered to the end user (Erl, 2007;


W3C Working Group, 2004). The monitoring ensures a smooth execution of the


services such that even if an execution failure happens, the consumer receives the
 desired result. This smooth execution includes fulfillment of both the required func-
 tional properties as well as promising non-functional properties, i.e. Quality of Ser-
 vice (QoS).


Failure Recovery The monitoring catches faults or errors, and the mediator recovers the
 failure in order to continue the execution.


An overall view of the architecture of such a system is depicted in Figure1.1.
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Figure 1.1.: An Architecture of a Web Service-based System

The Web services have functional and non-functional properties. The functional proper-
 ties include input, output and conditions. The availability of the required input and condi-
 tions means the generation of the stated outputs and results by a successful execution of
 the service. The non-functional properties are related to the competing properties of dif-
 ferent providers, which help the users to choose the particular service among all available
 functionally equivalent services. The non-functional properties include execution time,
 cost, and reliability of the service.


An execution of a service might be unsuccessful due to several reasons. The reasons
 are based on the functional and non-functional causes at the top level. The mediator
 enhances future executions of the composite service by reasoning about the causes of the
 failure. This enhancement is done by either avoiding the situation that causes the problem
 or being prepared for a solution to complete the perturbed execution.


A straightforward solution to failure recovery of a composite service is to substitute the
 failed atomic service with another atomic service. These two services must have equal
 functional properties and similar non-functional properties.


1.2 The Problem


There are more than 28000 public Web services available (Lausen & Haselwanter, 2007;



(26)approaches are not always successful in finding an atomic Web service to replace a failed
 service. In order to test unreliability of the atomic replacement approaches, we conducted
 an experiment to find an answer to such a research question: “What is the success rate of
 an atomic replacement approach in a registry of atomic Web services?”. The experiment
 is elaborated in Section 5.2.1, and the results prove the low percentage of successful
 recoveries.


Existing solutions further replace a number of services, which are the components of the
 composite services, with other Web services. Generally however, the likelihood of re-
 covery is not high, which is proved by the results presented in Section5.3. Furthermore,
 approaches with reasonable likelihood of recovery decrease the accuracy of the resulting
 composite. The decrement does not then, allow users to achieve their goals.


Besides, composition methods consider criteria such as Quality of Service (QoS) apart
 from accuracy of the functionality. Therefore, any deviation on the QoSof the adapted
 composite service is not desirable.


Other than these problems, even though semantic Web services explicitly distinguish be-
 tween information-providing and world-altering services, recovery approaches do not take
 them into account, i.e. they do not take care of the world-altering services’ real-world ef-
 fects.


1.2.1 The Challenges


There are some challenging issues for the recovery of failures of composite services:


• The probability of recovery of a failed system, which is based on composite Web
services, must be increased. Therefore, from the consumers point of view the system
responds most of the time.



(27)• The goal of the adapted composite, i.e. the information transformed and the ef-
 fects generated, should be similar to the goal of the initial composite service. The
 similarity ensures that even though a failure may occur, the requirements of the end
 user is fulfilled.


• Although Web services are erroneous, from the consumers’ point of view, their fail-
 ure should be invisible; hence, the recovery method should be fast enough so that
 the failure and its recovery process is hidden from the user.


• Based on the requirements and the goals of the user, a composite service is gener-
 ated. However, if the composite service’s execution is hindered by a failure, the
 recovery method should consider both the requirements and the goals of the user.


The requirements include the desired non-functional properties, i.e.QoS. Therefore,
 adaptation of the composite service should ideally ensure no deviation on theQoS
 and practically a minimum deviation ofQoS.


Trade-off


Among the above challenges there are some tricky trade-offs:


• The first trade-off is between the number of replacements and the accuracy of the
 adapted composite service. Decreasing the threshold for the similarity of the result-
 ing service to the initial composite allows the method to have more candidates for
 the replacement; hence, the increment of the probability of recovery.


• The second trade-off is that allowing more time for the recovery of the failed com-
 posite, enables the adapter to find a better replacement, which increases the final
 delay for the execution of the composite service.


1.3 The Objectives



(28)• To increase the probability of recovery of the failed composite Web services. The
 increase on the recovery probability of service failures should not decrease the accu-
 racy of the resulting service in accordance with the original composite service.


• To minimize the failure recovery delay time. Any failure occurring during the
 execution of the composite service must be addressed without any delay.


• To ensure that theQoSof the adapted service be close enough to the promised
 QoSof the original composite service, i.e. there should be no deviation on theQoS.


In order to achieve the objectives, this study proposes a method to differentiate between
 the time-consuming calculations (of finding the best replacement to adapt the failed com-
 posite service) and the actual replacement; which must be done at the failure time.


In the offline phase, i.e. before commencing the execution of the composite Web service,
 a search through the structure of the original composite service needs to be carried out to
 choose a set of services which are the best to be removed. The search is done for every
 component of the composite service separately. Then, for this set of services a similar set
 is chosen. This similar set of services will be the topmost replacement candidate should
 any failure occurs. The outcome of the offline phase is a list of triple items. The list
 indicates: 1) a component of the original composite service (which is prone to failure),
 2) a set of services including the service that is assumed to fail, 3) a replacement set of
 services with a similar goal and a close enough set of non-functional properties.


In the online phase, during the execution of the composite service, if any failure happens,
the list is already made available. So, for the failed service, its related set of services
which must be removed and its replacement, are used to adapt the composite service. The
execution is monitored by the mediator to discover the failures.
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Figure 1.2.: Correlations between Software Quality and High-severity Failure Reports (Adapted
 from (Lyu,1996))


Other similar methods, which will be elaborated in Chapter 2, mostly use a one-to-one
 replacement to switch the failed service with an alternative service. We will prove that
 the so-called atomic replacement method is not reliable (Section5.2on page80). A more
 sophisticated method switches the services using a many-to-many replacement. We use
 a combination of one-to-one, one-to-many and many-to-many replacements to achieve
 better results. Other than that, we may even remove a well-executed service to increase
 the probability of recovery, which requires compensation (Bhiri et al., 2006, 2011) of
 world-altering services if they are in the composite’s structure.


1.4 Significance of the Study


Reliability is formally defined as “The ability of a system or component to perform its
 required functions under stated conditions for a specified period of time” (IEEE,1990).


Users usually discard a software which is unreliable and does not fulfill their needs. For
example, a study in the telecommunication industry showed that the overall quality score
(customer satisfaction) significantly decreased by high-severity failures as shown in Fig-
ure1.2(Lyu,1996). Hence, it is critical to either prevent a system from a failure or recover
it when a failure occurs.



(30)Reliability is a major issue, particularly when it comes to critical domains. Function-
 ally equivalent Web services are created incrementally by various competing providers,
 which enables the software developers to offer more reliable, fault tolerant systems
 (Zheng & Lyu,2010). The agent, which intermediates the negotiations between providers
 and their consumers, need to adapt the services based on the new changes. Service adap-
 tations have also been studied in other fields such as mobile services (Liotta et al.,2002).


A Web service-based system must recover from a failure to ensure that the user can get
 his request fulfilled even though a failure is unavoidable. Increasing the failure recovery
 probability of such a system decreases the likelihood of the system being discarded by the
 users which in turn decreases the organizations’ revenues.


1.5 Thesis Outline


The thesis is structured as follows: This chapter introduced the field, showed the problem
 and the gap that we discovered, and illuminated the objectives that we tend to achieve.


Chapter 2 elaborates background issues regarding the semantic Web services and their
 mediation. It follows by an investigation of existing works in the area of the adaptation
 and failure recovery of composite services. Chapter 3 explains the proposed model for
 the recovery and then describes the components of the framework. Chapter4 justifies a
 critical need for today’s semantic services research field, a test collection of composite
 semantic services. Further, we propose an adapted model to generate a big test collection.


Chapter 5illustrates the results of the research from its recovery probability aspect and
discusses the evaluation of the proposed model upon the generated test collections. More-
over, Chapter6shows the minimum delay time of our approach for the recovery, and the
minimum deviation of the adapted services from their initialQoS. Finally, we draw our
conclusions in Chapter7and make recommendations for future work in this area.



(31)Chapter 2: Literature Review


2.1 Background


Nowadays, enterprises tend to outsource their services. The collaboration and the inter-
 operation made in this way reduce their cost. Furthermore, the required time both to
 deploy the final application, and to fulfill their users’ goals is decreased. Service Oriented
 Architecture (SOA) is a promising approach to this end (Bieberstein et al., 2008), which
 enables the interoperability among the participating businesses. A provider publishes its
 services and the consumers who need the service can discover it and further invoke it to
 get the desired service (W3C Working Group,2004). The framework allows the providers
 to publish the specifications of their services in a repository so as to facilitate the discov-
 ery and matchmaking of the services. The consumers search through the specifications to
 find the most similar service that fulfills their needs (Erl,2007).


Web service is an implementation proposed for SOA. The provider describes its ser-
 vices using a formal language called Web Services Description Language (WSDL)
 (Christensen et al., 2001). The consumer contacts the provider by Simple Object Access
 Protocol (SOAP) (Gudgin et al.,2007). The service descriptions are published in a reposi-
 tory titled Universal Description Discovery and Integration (UDDI). The consumers look
 for the services either in aUDDIor on the Web pages of the providers (Erl,2007). There
 used to be publicUDDIs provided by Microsoft and IBM, however the companies discon-
 tinued their provision in 2006 (Krill,2005)


2.1.1 Semantic Service


The syntactic descriptions of the Web services (in WSDL) and their natural language
specifications need humans to interpret. On the other hand, the developers need to manu-



(32)ally select, and hard code the systems for a particular service even though they outsource
 their desired functions. However, having thousands of providers and hence many services
 available on the Web, the selection is a cumbersome task even for the experts. Therefore,
 the automation of various mediation tasks on the services such as discovery, execution,
 and monitoring is highly desired.


Semantic annotations of the services, which was proposed in the early stages of the in-
 troduction of “Semantic Web” (Berners-Lee et al., 2001; Hendler, 2001), facilitates the
 machines to process the service specifications (McIlraith et al., 2001). In order to au-
 tomate the mediation of the services, they are augmented with extra information using
 formal languages. Having the machine processable information, users can delegate soft-
 wares (as agents) to reason on the information. Hence, the services are automatically and
 autonomously discovered, and further invoked (McIlraith et al.,2001).


Services are categorized into two major groups, information-providing and world-altering
 (McIlraith et al., 2001; Wu et al., 2003). The criterion for the categorization is that
 whether the service causes any change in the world. From this perspective, the categories
 are as follows:


Information-providing services The services in this group may need to get some infor-
 mation from the user, as an input. The successful execution of the service generates
 an output for the user. Moreover, the service may have a condition to be true prior
 to its execution (Wu et al., 2003). Examples of the information-providing services
 are flight information providers and temperature sensors (McIlraith et al.,2001).


World-altering services The world-altering services have all the features of the informa-
tion providing group, i.e. input, output, and condition. Additionally, they cause a
change (which is a physical side-effect or briefly an effect) on the real world. A



(33)flight-booking program and a sensor controller are two examples of world-altering
 services (McIlraith et al.,2001).


Semantic specifications ease the division of the services into two aforementioned groups.


Prior to the use of semantics for the services, when the specifications were all syntacti-
 cal, there was no way to identify the existence of an effect of the service execution on
 the world other than mentioning it using natural language as a comment. Hence, the
 machines were unable to explicitly classify the services. Using semantic specifications,
 providers even elaborate the effects using specified formal expression languages (such as
 SWRL(Horrocks et al.,2004)). The division is crucial because usually the manipulation
 of world-altering services are not free (Greenfield et al.,2003), and so the agents need to
 consider extra effort in the selection and the execution of this category of services.


Formal Languages


Semantic services are described using specific languages. To this end, there are some
 languages proposed for the semantic description of the services. The languages describe
 the services from two perspectives which results in two conceptual models: bottom-up
 and top-down.


The bottom-up approaches annotate the underlying existing syntactic languages like
 WSDL(Chinnici et al.,2007;Christensen et al.,2001) with semantic specifications. The
 languages are Web Service Semantics (WSDL-S) (Akkiraju et al., 2005), Semantic An-
 notations forWSDL(SAWSDL) (SAWSDL Working Group,2007), and Lightweight Se-
 mantic Descriptions for Services on the Web (WSMO-Lite) (Fensel et al.,2010).


On the other hand, the top-down approaches propose a new semantic based framework,
i.e. high-level ontologies, to express the services. The major top-down languages are



(34)OWLand Services (OWL-S) (Martin et al.,2004,2006), and Web Service Modeling Lan-
 guage (WSML) (Bruijn et al.,2005).


Additionally, to express the conditions and effects of the semantic services, some ex-
 pression languages have been used including Semantic Web Rule Language (SWRL)
 (Horrocks et al., 2004), Planning Domain Definition Language (PDDL) (Ghallab et al.,
 1998), and Web Service Modeling Language (WSML).


2.1.2 Mediation Techniques


The mediator, a software agent, stands between the service providers and the consumers
 and mediates their negotiations (Kuropka et al., 2008). The mediation tasks include but
 are not restricted to discovery, composition, invocation, and monitoring.


The discovery, together with matchmaking is the finding of the service and matching it
 to the user’s request. If among the provided services there is no single service capable of
 complying with the request, the mediator composes a set of services, which are consid-
 ered distributed business processes, to fulfill the user’s demand. In a paradigm of service
 composition called “service orchestration” (Peltz,2003), the mediator arranges and man-
 ages the interaction between services. The mediator issues the invocation command and
 monitors the execution of the services. If an execution fails, the mediator takes several
 approaches to complete the execution (Erl,2007), which are investigated in Section2.2.


2.1.3 Failure Reasons


Web processes contain services as their components. A thorough execution of a Web
process highly depends on the correct execution of its constructing services. An execution
of a service might be unsuccessful due to several reasons. Investigating the reasons of an
unsuccessful execution of a service enables the mediators either to avoid the situation



(35)that causes the problem or at least to prepare a solution to hinder the system from a total
 unsuccessful completion in future. The failure reasons are based on the functional and
 non-functional causes at the top level.


A Web service, as a participant in a structure of a composite service may fail due to
 the following causes (Di Nitto et al., 2008; Lin et al., 2009; Mahbub & Zisman, 2009;


Subramanian et al.,2008;Vaculín et al.,2008;Zhai et al.,2009):


Functional causes


• Malfunctioning of the service: This is usually because of the application level errors.


• Unavailability of the service: The unavailability can be temporary or permanent.


– The service may disappear permanently. The provider may not provide the
 service anymore or it may replace the service with a new one.


– The connecting network has a failure, for example infrastructure breakdown.

– Host overload. The number of requests are too high that the hosting is unable
 to serve.


– User mobility. For example the user changes an accessing network which re-
 stricts its external access.


The first unavailability cause is usually permanent and the others are temporary. The
 temporary causes can be remedied by for example repairing the network or through
 the introduction of an extra host.


• Software compatibility issues


– The mismatches among the composed services. For example the changes re-
lated to the input and output formats.



(36)– Malformed response or errors related to serialization/deserialization. For exam-
 ple the changes of negotiating messages.


• The emergence of new requirements: Usually because of the reconfiguration which
 aims to enhance the fulfillment of needs.


• Changes in the context and the environment. Sometimes even though all the condi-
 tions at the provider side are constant, the context changes; such as, the accessing
 device may cause a disorder in getting the desired service.


Non-functional causes


A deviation from a promised Quality of Service (QoS) influences the user not to be satis-
 fied with the service. The factors are related to time and cost of the execution which are
 as follows:


• Response time-out


• Network delay: For example because of network congestion


• Host overload: The provider cannot answer all the requests on time because of un-
 expectedly:


– large number of requests for a service

– large number of invocation of various services of the provider


• Unexpected input


• Unexpected data size


2.2 Failure Recovery


Handling the errors that might happen during the execution of a Web process is important.


The error should be handled to provide a smooth execution of the Web process. A lack
of such a monitoring and handling enforces the applications to specify their own error



(37)handling mechanisms, hence the interoperability might be diminished.


2.2.1 Recomposition vs. Repair


A naive solution to handle an execution failure of a composite service is to stop the pro-
 cess, and recompose a new set of services that are able to perform the same tasks. How-
 ever, it has been shown that the recomposition causes a long delay which is undesired
 (Yan et al., 2010). Therefore, it is highly demanded to avoid the prohibitively expensive
 overheads of recomposition from scratch and repair the structure, i.e. to adapt the com-
 posite service (Chafle et al.,2006).


The adaptation of a process has different aims as follows (Kazhamiakin et al.,2010):


Perfective Adaptation: Improving the current situation of the application in its quality
 aspects, etc.


Corrective Adaptation: Removing the undesired or faulty behavior of a system
 Adaptive Adaptation: Responding to the context, interaction, and requirement


changes of the application


Preventive Adaptation: Preventing future failures


Extending Adaptation: Adding newly required functions


Scope: In this research we emphasize more on the corrective adaptation of the Web
 processes, which adapts the system in order to eliminate the perished or the failed services.


2.2.2 Requirements


In order to propose a solution for the failure recovery of a composite service, the re-
quirements for an approach which is able to rectify such a problem is investigated
(Di Nitto et al., 2008; Lin et al., 2009; Mahbub & Zisman, 2009; Subramanian et al.,
2008;Vaculín et al.,2008;Zhai et al.,2009). The requirements are as follows:



(38)• Automation


• Adaptation Probability


• Time Complexity


• Accuracy


• QoSDeviation


• Consideration of World-altering Actions


• Experiments on a Standard Test Collection
 In the following sections each item is elaborated.


Automation


The first and foremost requirement is that the adaptation is done automatically and au-
 tonomously. The method must minimize the human intervention for the adaptation.


Hence, the applications must be able to discover, rank, and compose new services. The
 semantic descriptions of services are obvious necessities which help to automate the dis-
 covery, matchmaking and composition issues.


Adaptation Probability


The adaptation process tries to amend the structure so that its execution can be completed.


The probability of the success of such an approach differs. The probability must be high
 enough so that in most cases the mediator can recover the system from a failure and the
 system works smoothly even with an unavoidable failure.


Time Complexity


The adaptation requires some calculations and interactions. The time complexity of such
 extra processes must be reasonable so that the adaptation is done in a minimum delay.


Minimizing the delay isolates the awareness of the user from any likely failure occurrence



(39)and its recovery process.


Accuracy


The adaptation demands for a replacement and an amendment in the primary structure of
 the services. Some of the smaller services of the composite service must be switched with
 others. Ideally, the replaced services should have exactly the same functionality or at least
 be similar practically.


The accuracy is critical since the end-user should get the requested goal. That is to say,
 the goal of the “Adapted Composite Service” must be similar to the goal of the “Original
 Composite Service”.


Semantic Web services ensure an unambiguous description of the Web services such that
 their discovery and composition occur automatically and most importantly accurately.


Furthermore, the clear distinction of two major groups of the services, i.e. information
 providing and world-altering services based on the existence of an effect is a major contri-
 bution of using semantic Web services for Web processes. Hence, the mediator discovers
 and composes world-altering services along with the information providing services.


QoS Deviation


The adapted structure of the composite service must be functionally equivalent to the
 original structure. Additionally, non-functional properties of the composite service must
 be the same as the promised service to the end-user. Thus, there must be no deviation on
 theQoS.


Consideration of World-altering Actions


The approach must contemplate all kinds of services, i.e. information providing and



(40)world-altering services such as their effects on the real world.


Experiments on a Standard Test Collection


Ultimately, there is a strong need for a standard test collection of composite Web services.


Current test collections of Web services and semantic Web services do not contain any
 composite service and they are just sets of single (atomic) services. The standard test
 collection definitely needs a set of world-altering services to be used for a test on both the
 information-providing and world-altering services (Küster & König-Ries,2008).


A failure recovery approach for composite Web services needs to be tested on a standard
 test collection to prove its applicability, accuracy, etc.


2.2.3 Approaches to Failure Recovery


According to the studied requirements as discussed in Section 2.2.2, a number of ap-
 proaches proposed various methods taking into account some of the mentioned features.


The following sections overview the approaches to failure recovery. The categorization is
 based on the number of services which are substituted during the adaptation.


2.3 Atomic Repair 2.3.1 Re-invocation


Sometimes, a failure, especially the one that is caused by the environmental conditions of
the service, might be temporary. In this case, a re-execution of the service may solve
the problem. Usually the approaches try to re-invoke the service hoping that the re-
invocations succeed. The retries are performed for a limited number or a limited time
to keep the time constraints, i.e. the total execution time of the composite service does
not exceed a pre-defined value (Subramanian et al.,2008;Vaculín et al.,2008).



(41)However, repairing the execution of a failed service may not be successful. This happens
 when the problem is permanent or at least not solvable for a long time. So, the mediator
 takes the next step.


2.3.2 Atomic Replacement (one-to-one)


It is straightforward that an adaptation approach replaces the failed service with another
 service as shown in Figure2.1. The other service can either be a redundant service or a
 similar service with a close functionality (Ganek & Corbi,2003). A provider may repli-
 cate its Web service(s) on distributed servers so that if a temporary problem causes the
 unresponsiveness of the Web service, the users can get their service from the other servers;


hence, the reliability improves (Sayal et al., 1998). According toIEEEstandards (IEEE,
 1990), this is called “software diversity”:


“A software development technique in which two or more functionally iden-
 tical variants of a program are developed from the same specification by dif-
 ferent programmers or programming teams with the intent of providing error
 detection, increased reliability, additional documentation, or reduced probabil-
 ity that programming or compiler errors will influence the end results.”


Salas et al. (2006) provided an infrastructure, WS-Replication, for Wide Area Network
 (WAN) replication of web services. The proposed framework allows the providers to de-
 ploy their Web service in multiple replicas which addresses the Web services’ low avail-


Figure 2.1.: Atomic Replacement (one-to-one), Adapted from (Möller & Schuldt,2010)



(42)ability problem. Furthermore, ANGEL, a redundant-based service composition method,
 increases the availability of composite services by replacing a failed component service
 with an alternative member of the redundant services (Guo et al.,2007).


Nevertheless, the problem remains unanswered when the failure is caused by for example
 a permanent unavailability of the Web service because of the business changes. So, it is
 required that the mediator finds another service to perform the task. The mediator matches
 the similar service (to the failed one) and replaces it into the structure.


Vaculín et al.(2008) andWiesner et al.(2008) presented an approach firstly for handling
 the exceptions that may occur for invocation of a Web service and secondly for their recov-
 ery. They explained the conditions that may cause an erroneous state of the execution and
 provided their handlers, Constraint Violation handlers (CV-handlers). The pre-defined
 states of a service execution are uninitialized, started, finished, and failed. They provided
 recovery actions called retry, replaceBy, and replaceByEquivalent together with other
 action categories including neutral, fault emitting, termination, compensation and adap-
 tation actions. The adaptation is based on a run-time discovery of the matching services.


The work is based on a specific semantic Web service language,OWL-S; however, they
 claimed that the advantages are independent of the language. They extended the language
 to support the proposed features. In addition, the works used the semantic definitions of
 effects inOWL-Sfor Automatic Compensation of the so-called finished services preced-
 ing the failure by calling another run-time discovered suitable service. For monitoring
 purposes, the authors used the event-based execution monitoring and error handling ap-
 proach, which explained mechanisms of monitoring for semantic web services based on
 OWL-S(Vaculín & Sycara,2008).


Merits and Limitations:


(43)• The recovery action called replaceByEquivalent uses the information
 about the service capabilities to discover and to match a similar service
 during run-time. The dynamic finding of an alternative service increases
 the probability of recovery. However, the delay of such a discovery at
 run-time is very crucial.


• The additional proposed tags of being a service Vital/Non-Vital or replace-
 able, which are not supported byOWL-S, are also required for their Ad-
 vanced Back & Forward Recovery.


• The approaches are not purely Atomic Replacement methods because they
 go backwards through the structure of the composite service up to a point
 where they can move forward using an alternative path; however, they did
 not explicitly identify the details of the backward and forward strategies.


It has been proposed in Web Services Business Process Execution Language (WS-BPEL)
 (Alves et al.,2007) to define a compensation handler to undo the effects of a Web service
 and to execute them in reverse order (Greenfield et al.,2003). This is a static solution for
 the recovery, and if this static solution, i.e. the service, is not reachable the system would
 go to an inconsistent state (Wiesner et al.,2008).


There are some other approaches in which the main idea is the atomic replace-
 ment with different perspectives and approaches (Angarita et al., 2012; Liu et al., 2010;


Subramanian et al.,2008;Taher et al.,2006).


2.3.3 Atomic Replacement: Discussion


Performance of an atomic replacement approach depends on its main bottleneck point,
which is the discovery and matchmaking of the alternative service. Hence, the perfor-
mance highly depends on the search time of the discovery method used.



(44)The Atomic Replacement approaches are not sufficient for an advance and automatic fail-
 ure recovery for composite services. The reason is that finding a similar service to be
 replaced in lieu of the failed service is not reliable (cf. Section 5.2). There should be
 other approaches in case the discovery of such an atomic replacement is unsuccessful.


2.4 Composite Replacement: 1-n (one-to-many)


In composite replacement, either or both the “to be removed” service(s) or the “to be
 placed” service(s) are composite.


The 1-n replacement, which is also called Atomic-to-Composite Replacement, is to find or
 to compose a composite Web service which fulfills the task of the failed (atomic) service.


“Process reorganization” is an approach which is able to replace the failed Web service
 with a group of Web services (Subramanian et al., 2008). The composition time can be
 either before the execution or at the failure time. Figure3.9b in Section 3.2.2shows an
 overview of this replacement type.


2.5 Composite Replacement: n-m (many-to-many)


The n-m replacement, which is a Composite-to-Composite replacement, replaces a se-
 quence of services including the failed service with another set of services. The replace-
 ment can also be a many-to-one replacement, in which a composite service is substituted
 with an atomic service. Figures 3.9c and 3.9d in Section 3.2.2 depict the overview of
 these replacement types.


There are various methods for composite replacement which are reviewed as follows.


2.5.1 Backup Path


Yu & Lin(2005a) proposed two algorithms to adapt a distributed business process. The
adaptation is based on a creation of a backup path for every service in the execution



(45)path. They adapt an autonomous business process if a failure occurs to ensure a non-
 interrupting execution. Further, they reconfigure the system not to use the failed service
 in future executions.


The proposed algorithms are based on abstract services (service classes). A business
 process is modeled as a Directed Acyclic Graph (DAG), and the business process and its
 service execution paths are constrained not to exceed a defined end-to-end delay.


An algorithm calledCSPBis triggered when a failure occurs. The algorithm generates a
 backup path for every service to the end of the composite service in advance as shown in
 Figure2.2. Hence, from a service in the structure there would be at least two paths to the
 end. The execution will continue through the secondary path if the first optimal path fails,
 i.e. the service preceding the failed service chooses the backup path. In order to calculate
 the backup path, the reverse graph of the original graph is considered. Then, from the
 source node of the reverse graph (which is the sink node of the original graph), at least
 two paths are calculated to every graph node. Hence, in the original graph every node has
 two paths, the optimal and the backup path, to the sink node.


The second algorithm, CSPR, is invoked whenever the failure of a service persists. It
 reconfigures the structure in an offline mode so that the executor refrains from the invo-
 cation of a service with a high probability of failure, i.e. a service which is persistently
 unresponsive. The paths are re-generated such that they ignore the failed service (of that
 specific service class) or they do not use that particular whole service class.


In brief, theCSPBalgorithm is used to adapt a running composite and theCSPRis used
to reconfigure the new composites having a previously persistent failed service in their
structures.
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Figure 2.2.:CSPBBackup Paths (Yu & Lin,2005a)
 Merits and Limitations:


• For a running process including a failed service, the computed backup path
 commences just from the immediate predecessor. In order to increase the
 probability of a failure solution, the replacement may start from a service
 located not only one service before but also any service prior to the failed
 service.


• The approach considers the delay, cost and benefit. OtherQoSproperties
 should be considered to enhance the totalQoSdeviation of the composite
 service.


• For the purpose of evaluations, the authors simulated the execution of the
 composite Web services. They created theDAG of services using a ran-
 dom generation of edges among the service nodes.


• The researchers compared the algorithms’ performance to their previous
 proposed algorithm calledCSP(Yu & Lin,2005b).


• The authors claimed that if there is a node (service) with no backup path
for its execution, it is called a critical point for the business process. How-
ever, the problem can be eased if they go further backwards to find a
backup path.



(47)2.5.2 Region Reconfiguration


Lin et al.(2010) proposed a dynamic reconfiguration of the service processes. The objec-
 tive is to preserve the primaryQoSconstraints. The approach replaces faulty services and
 their neighboring services.


The reconfiguration is threefold: identifying faulty regions of services, calculating con-
 straints for each region, and recomposing regions. They proposed three service function
 replacement models including one-to-one, one-to-many and many-to-one as shown in Fig-
 ure3.9. Another motivation for the work is to heal the system if multiple failures happen
 in a service execution. The authors implemented the method in a system called “Llama
 middleware”.


Merits and Limitations:

• The replacement approach gradually expands the region including the
 failed service as depicted in Figure 2.3 contemplating QoS constraints.


Hence, the topmost criterion is the number of services in their “to be
 replaced” services, and the other criteria such asQoS are of less impor-
 tance. It would be better if the approach uses an alternative method such
 as “weighted multiple-criteria measures” which equally balances other cri-
 teria.


For example, if for a failed service, there are two regions with n, and
m services, and n<m, their approach would definitely choose the first
replacement with n services. However, if the region of m services are
better to be reconfigured, e.g. in terms ofQoS, this set of m service with
even higher number of services must be selected.
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Figure 2.3.: Reconfiguration Region Example (Lin et al.,2010)


Region reconfiguration is also used to ensure the correctness using Services Behavioral
 Type (SBT) (Li et al.,2011).


2.5.3 Multiple QoS Constraints


Feng et al.(2007a) presented a model for the composition of Web services along with their
 invocation, and the recovery of its probable failures. The goal is to satisfy multipleQoS
 constraints for the component services. They declared that it is severe to have a backup
 path for every component Web service, e.g. in the CSPB algorithm (Yu & Lin, 2005a).


The method moves backwards on the failed execution path, and finds another path with
 the highest utility using their proposed algorithm called Web Service Composition Partial
 Re-composition (WSCPR) (Feng et al.,2007b).


The above method considers multipleQoSproperties. The actual values ofQoSproperties
(q) are stored in a matrix with n rows for the service candidates and m columns for theQoS
metrics. The properties are grouped to benefit properties, and cost properties, which are
to be maximized (α metric values) and minimized (βmetric values) respectively. Every
QoSmetric is weighted (wx). The utility function is used for the selection of a service as a
QoSevaluation metric.∂xis the difference value between the maximum and the minimum
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F
 (k) =

∑
α
 i=1

wi∗(qai(k)−qaimin


∂i


) +


∑
β
 j=1

wj∗(qb jmax−qb j(k)


∂j


)


∂i=qaimax−qaimin, if qaimax−qaimin6=0, else qai(k)−qaimin=1


∂j=qb jmax−qb jmin, if qb jmax−qb jmin6=0, else qb jmax−qb j(k) =1


(2.1)


where:


0<wi,wj<1;


∑
α
 i=1

wi+


∑
β
 j=1

wj=1,α+β=m (2.2)


The WSCPR algorithm finds a new path with the highest utility as in Equation2.1which
 maximizes the number of common services between the broken graph and the new one.


The time complexity is reported as O(N2lm), N as the number of service classes each with
 l candidates, and m as the number of QoSrequirements. The WSCPR’s performance is
 compared withCSPB(Yu & Lin,2005a), and it is illustrated that it performs faster during
 run-time.


Merits and Limitations

• The WSCPR continues backwards in the structure of the composite ser-
 vice to find a node with an out-degree of more than one. The algorithm
 should not only consider the out-degree of the predecessor services (being
 one or more) but also theirQoSat the same time.


2.5.4 Multi-stage Adaptation


Chafle et al. (2006) proposed a multi-staged approach to the adaptation of Web services
called Adaptive Web Service Composition and Execution (
A
-W SCE). They defined the
problem as a composition approach being able to adapt to dynamic changes in terms of
functional and non-functional requirements of the service. They figured out the problem
by a staged solution in which several workflows are generated.


(50)The
A
-W SCE approach uses two levels of adaptation. First, replacing an alternative in-
 stance of a service in a service type (class) such that the functionality is similar but the
 non-functional properties might be different. Second, a different template of services
 using other service types are replaced. Each level is done in a different stage. The re-
 searchers used a ranking function to select the best choices in every stage. The rankings
 are based on several criteria such as the length of the workflow, user comprehensibility
 of the workflow,QoSvalues of the instantiated workflows. For the purpose of adaptation,
 they follow an incremental recovery process. If any of the stages is unsuccessful to pro-
 vide an alternative, the previous stage is triggered. Moreover, a feedback mechanism is
 also defined to health check the alternatives.

The 
A
-W SCE algorithms are improved in terms of first, the number of queries to get
 new QoS changes from the providers which yields better aggregate QoS, and second,
 stability of the processes (Chafle et al., 2007). This is done by approximating between
 the gains and their costs. The value of the changed information (VOC) (Harney & Doshi,
 2006) determines the reactions of a process in the changed environment. The VOC helps

to reduce the substitution of the workflows by selectively querying their providers and
 switching them when it is reasonable.


Merits and Limitations

• The
A
-W SCE algorithm does not deal with the effects of the previously
 executed services.

• The composite structures are only sequential and other structures are not
addressed.



(51)2.5.5 Rebinding


A binding and re-binding approach is presented in (Canfora et al., 2005) and later in
 (Canfora et al., 2008). The approach focuses on a QoS-aware run-time binding of the
 abstract services to the concrete services based on Genetic Algorithms (GA) for optimiza-
 tions. Their research is motivated by the fact that knowing the finalQoSwould be changed
 due to a measurement of the actualQoSattributes of the executed services, the composite
 service is required to be altered. The abstract services of still to be executed slice of the
 composite service will be rebound immediately after a determination of the re-binding
 need.


This approach re-estimates the workflow’
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