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ABSTRACT 


Electronic commerce involves the exchange of goods and services for some form of 
 money in the virtual world without the involvement of any physical presence. 


Although the growth of electronic commerce in Malaysia is still considered at the 
 infancy stage, its potential should not be discounted particularly with the widespread 
 utilisation of the Internet in the nineties. In tandem with this scenario, the Malaysian 
 Government has made a gigantic move by launching the Multimedia Super Corridor 
 (MSC) whereby one of its seven flagship applications includes the active promotion of 
 the electronic business activities in the country. Nevertheless after almost 10 years 
 from its inception, the acceptance level of the electronic commerce by the Malaysian 
 consumers is still regarded very low compared to the other parts of the world 
 especially the developed countries like the United States and the European Union. 


Apparently, the main culprit to the growth of electronic commerce in this country 
 relates to the security of the electronic payment system. In relation thereof, the main 
 objective of this study is to critically analyse the various types of electronic payment 
 systems, the security issues and other related problems associated with the electronic 
 payment systems. Further, some discussion would be devoted on the encryption 
 technology as the technical solution to the security concern of the electronic payment 
 system. 


11 



(3)iii 



(4)A P P R O V A L  P A G E 


I certify that I have supervised and read this study and that in my opinion, it conforms 
 to acceptable standards of scholarly presentation and is fully adequate, in scope and 
 quality, as a thesis for the degree of Master of Comparative Laws. 


Ida Madieha Abd Ghani Azmi 
 Supervisor 


I certify that I have read this study and that in my opinion, it conforms to acceptable 
 standards of scholarly presentation and is fully adequate, in scope and quality, as a 
 thesis for the degree of Master of Comparative Laws. 


Juriah Abdul 
 Examiner 


This dissertation was submitted to the Department of Private Law and is accepted as a 
 partial fulfilment of the requirements for the degree of Master of Comparative Laws. 


Mushera Ambaras Khan 


Head, Department of Private Law 


This dissertation was submitted to the Ahmad Ibrahim Kulliyyah of Laws and 
 accepted as a partial fulfilment of the requirements for the degree of Master of 
 Comparative Laws. 


Nik Ahmad Kamal Nik Mahmod 


Dean, Ahmad Ibrahim Kulliyyah of Laws 


iv 



(5)
DECLARATION 


I hereby declare that this dissertation is the result of my own investigations, except 
 where otherwise stated. I also declare that it has not been previously or concurrently 
 submitted as a whole for any other degrees at IIUM or other institutions. 


Nazli Bin Ismail @ Nawang 


Signature 


V 


Date 



(6)
INTERNATIONAL ISLAMIC UNIVERSITY MALAYSIA 



DECLARATION OF COPYRIGHT AND AFFIRMATION  OF FAIR USE OF UNPUBLISHED RESEARCH 


Copyright © 2006 by Nazli Bin Ismail @ Nawang. All rights reserved. 


ELECTRONIC COMMERCE IN MALAYSIA: AN ANALYSIS 
 OF ELECTRONIC PAYMENT SYSTEM AND ENCRYPTION 


TECHNOLOGY 


No part of this unpublished research may be reproduced, stored in a retrieval system, 
 or transmitted, in any form or by any means, electronic, mechanical, photocopying, 
 recording or otherwise without prior written permission of the copyright holder 
 except as provided below. 


1. Any material contained in or derived from this unpublished research may 
 only be used by others in their writing with due acknowledgement. 


2. IIUM or its library will have the right to make and transmit copies (print or 
 electronic) for institutional and academic purposes. 


3. The IIUM library will have the right to make, store in a retrieval system and 
 supply copies of this unpublished research if requested by other universities 
 and research libraries. 


Affirmed by Nazli Bin Ismail @ Nawang 


Signature Date 


vi 



(7)Specially dedicated to my beloved wife Amalina Abdullah and my lovely children 
Muhammad Aqil Darwish and Nur Husnina Darwishah. 



(8)A C K N O W L E D G E M E N T S 


In the name of Allah, the Most Gracious and the Most Merciful. First and foremost, I 
 would like to express my heartiest gratitude and appreciation to my respected 
 supervisor Assoc. Prof. Dr. Ida Madieha Abd Ghani Azmi who had assisted me in the 
 preparation and accomplishment of this dissertation. Undoubtedly, without her 
 extensive assistance in contributing ideas, comments and for reviewing a few drafts, 
 this dissertation would have not been completed. I would also like to thank ASSOC 


Prof. Dr. Ibrahim Ali, the Dean of College of Business Management and Accounting, 
 Universiti Tenaga Nasional (UNITEN) and my former Head of Department, 
 Department of Marketing & Science Management, Dr. Rusinah Siron for their moral 
 support during my study leave for the period of 18 months. I am also very much 
 grateful to my parents, Haji Ismail @ Nawang and Hajjah Hasnah, my parents-in-laws 
 Haji Abdullah and Hajjah Kamariah and all of my brothers and sisters as well as my 
 in-laws for their support to me. Finally I would like to thank all the persons who are 
 directly or indirectly involved in completing this dissertation. May all their sincere 
 help be rewarded by Allah. 


viii 



(9)
TABLE OF CONTENTS 


Abstract i 
 Abstract in Arabic ii 


Approval Page v 
 Declaration Page v 
 Copyright Page vi 
 Dedication vii 
 Acknowledgements viii 


List of Statutes & List of Cases xi 
 CHAPTER ONE 


1.1 Introduction 1 
 1.2 Security of electronic commerce 3 


1.3 Definition of security 6 
 1.4 Scope of electronic commerce security 8 


CHAPTER TWO 


2.1 Overview of electronic payment system 10 
 2.2 What is electronic payment system 13 
 2.3 Classification of electronic payment system 18 


2.3.1 Wholesale payment system 18 


(1) SWIFT 19 
 (2) RENTAS 21 
 (3) SPICK 23 
 2.3.2 Retail payment system 25 


2.3.2.1 Existing electronic payment systems 26 


(1) Credit cards 26 
 (2) Charge cards 30 
 (3) Debit cards 32 
 2.3.2.2 New electronic payment systems 34 


(1) Electronic money 34 
 A. Stored-value cards 35 
 B. Smart cards 36 


i. MONDEX 39 
 ii. VISA CASH 40 
 iii. BANK CARD 40 


C. Electronic Cash 42 
 i. eCASH 43 
 ii. PayPal 45 
 (2) Payment Gateway for Internet transactions 46 


A. Financial Process Exchange (FPX) 47 


(3) Internet Banking 49 
 (4) Electronic Bill Presentment and Payment 49 


(5) Interbank GIRO (IBG) 50 


2.4 Conclusion 51 
 CHAPTER THREE 


3.1 Prologue 52 
 3.2 Security issues of electronic payment system 53 


3.2.1 Internet fraud 53 
 3.2.2 Digital counterfeiting 55 


ix 



(10)3.3 The legal and regulatory framework 57 
 3.3.1 Payment Systems Act 2003 57 


3.3.2 BNM Guidelines 63 
 3.3.3 Code of Good Banking Practice 66 


3.4 Consumer Protection 67 
 3.4.1 Malaysia 67 
 3.4.2 The European Union 74 


3.4.3 The United States 77 
 (1) Regulation E 77 
 (2) Regulation Z 79 


3.5 Suggestion 81 
 CHAPTER FOUR 


4.1 Overview of cryptography 87 
 4.2 What is encryption? 90 
 4.3 Types of encryption 91 


4.3.1 Secret key encryption 92 
 (1) Data Encryption Standard (DES) 93 


(2) Triple DES (3DES) 94 
 4.3.2 Public key encryption 94 


(1)RSA (Rivest-Shamir-Adleman) 95 
 4.4 Encryption and electronic payment system 97 


4.4.1 Secure Socket Layer (SSL) 98 
 4.4.2 Secure Electronic Transactions (SET) 100 


4.5 Suggestion 104 
 CHAPTER FIVE 


5.1 Conclusion 105 
 BIBLIOGRAPHY 109 


x 



(11)
LIST OF STATUTES 


Banking and Financial Institutions Act 1989 (Act 372) 


Banking and Financial Institutions (Amendment) Act 2003 (Act Al211) 
 Digital Signature Act 1997 (Act 562) 


Distance Marketing of Financial Services Proposal (Directive 2002/65/EC) 
 Distant Contract Directive (Directive 97/7/EC) 


Electronic Fund Transfer Act 1978 (United States) 
 Electronic Money Directive (Directive 2000/46/EC) 


Electronic Payment Recommendation (Commission Recommendation 97/489/EC) 
 Islamic Banking Act 1983 (Act 276) 


Minimum Guidelines on the Provision of Internet Banking and Guidelines on 
 Consumer Protection on Electronic Fund Transfer (BNM/GP 11) 


Payment Systems Act 2003 (Act 627) 
 Payment Systems (Fees) Order 2003 


Payment Systems (Submission of Documents and Information) Order 2003 
 Penal Code (Act 574) 


Regulation E (Electronic Fund Transfers, 12 C.F.R. 205 (1996) United States) 
 Regulation Z (Truth In Lending, 14 C.F.R. 226 (1998) United States) 


The Code of Good Banking Practice 



LIST OF CASE 


Re Charge Card Services [1987] Ch 150, QB; on appeal [1989] Ch 497, CA 


xi 



(12)
(13)
(14)
(15)
(16)
(17)
(18)
(19)
(20)
(21)
(22)
(23)
(24)


    
  




      
      
        
      


            
    
        Rujukan

        
            	
                        
                    



            
                View            
        

    


      
        
          

                    Muat turun sekarang ( PDF - 24 halaman - 2.98 MB )
            

      


      
      
        
  DOKUMEN BERKAITAN

  
    
      
          
        
            of the requirements for the degree of
        
      

        With this commitment, ABM as their training centre is responsible to deliver a very unique training program to cater for construction industries needs using six regional

    
      
          
        
            MUHAMAD MUAZ BIN ABDUL AZIZ
        
      

        This Project Report Submitted In Partial Fulfilment of the Requirements for the Degree Bachelor of Science(Hons.) in Furniture Technology in the Faculty of Applied Sciences..

    
      
          
        
            CELLULOSE FROM OIL PALM AS A FILLER IN PLASTIC COMPOSITE
        
      

        Final Year Project Report Submitted in Partial FulfIlment of the Requirements for the Degree of Bachelor of Science (Hons.) Chemistry.. in the Faculty of Applied Sciences

    
      
          
        
            OF THE REQUIREMENTS FOR THE DEGREE OF
        
      

        5.3 Experimental Phage Therapy 5.3.1 Experimental Phage Therapy on Cell Culture Model In order to determine the efficacy of the isolated bacteriophage, C34, against infected

    
      
          
        
            The Qur’an and Laws of Planetary Motion 
        
      

        Since  the  sun  is  a  star,  almost  all  the  stars  produce  their  energy  through  the  process  of  nuclear  fusion  and  hence we can say, in the light of these discussions and

    
      
          
        
            JOURNAL OF ISLAMIC THOUGHT AND CIVILIZATION THE INTERNATIONAL ISLAMIC UNIVERSITY MALAYSIA (IIUM) OF
        
      

        Azizah  Mohd  is  an  Associate  Professor  at  the  Ahmad  Ibrahim  Kulliyyah  of  Laws,  International  Islamic  University  Malaysia  (IIUM).. Her  research  mainly  examines  rules

    
      
          
        
            In partial fulfilment of the requirements for the
        
      

        The objective function, F depends on four variables: the reactor length (z), mole flow rate of nitrogen per area catalyst (N^), the top temperature (Tg) and the feed gas

    
      
          
        
            (1)ﱘﺮﻜﻟﺍ ﻥﺁﺮﻘﻟﺍ ﰲ ﻥﺍﺮﺴﳋﺍ ﻡﻮﻬﻔﻣ ) ﺔﻴﻋﻮﺿﻮﻣ ﺔﺳﺍﺭﺩ ( ﺩﺍﺪﻋﺇ ﺪﻟﺎﺧ ﻦﺑ ﻲﻠﻀﻓ ﺪﻤﳏ ﺔﻴﳌﺎﻌﻟﺍ ﺔﻴﻣﻼﺳﻹﺍ ﺔﻌﻣﺎﳉﺍ - ﺎﻳﺰﻴﻟﺎﻣ ﱪﻤﺘﺒﺳ ﻡ2005 (2)ﱘﺮﻜﻟﺍ ﻥﺁﺮﻘﻟﺍ ﰲ ﻥﺍﺮﺴﳋﺍ ﻡﻮﻬﻔﻣ ) ﺔﻴﻋﻮﺿﻮﻣ ﺔﺳﺍﺭﺩ ( ﺩﺍﺪﻋﺇ ﺪﻟﺎﺧ ﻦﺑ ﻲﻠﻀﻓ ﺪﻤﳏ ﻲﺣﻮﻟﺍ ﻡﻮﻠﻋ ﰲ ﲑﺘﺴﺟﺎﳌﺍ ﺔﺟﺭﺩ ﻞﻴﻨﻟ ﻲﻠﻴﻤﻜﺗ ﺚﲝ ﺙﺍﺮﺘﻟﺍﻭ ) ﺔﻨﺴﻟﺍﻭ ﻥﺁﺮﻘﻟﺍ (
        
      

        This thesis was submitted to the Department of Qur'ân and Sunnah Studies and is  accepted as a partial fulfillment of the requirements for the degree of Master of  Islamic

      



      

    

    
            
            
      
  DOKUMEN BERKAITAN

  
          
        
    
        
    
    
        
            IN PARTIAL FULFILMENT OF THE REQUIREMENTS FOR
        
        
            
                
                    
                    61
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            OF THE REQUIREMENTS FOR THE DEGREE OF
        
        
            
                
                    
                    159
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            OF THE REQUIREMENTS FOR THE DEGREE OF
        
        
            
                
                    
                    89
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Submitted in partial fulfilment of the requirements for
        
        
            
                
                    
                    70
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            A Dissertation submitted as partial fulfilment of the requirement  for the degree of Master of Science in Electronic System Design 
        
        
            
                
                    
                    36
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            of the requirements for the degree of
        
        
            
                
                    
                    5
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            FACTORS IN THE UNITED STATES 
        
        
            
                
                    
                    95
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            of the requirements for the degree of
        
        
            
                
                    
                    5
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

      


              
          
            
          

        

          

  




  
  
  
    
      
        Syarikat

        	
             Tentang Kami
          
	
            Sitemap

          


      

      
        Hubungi  &  Bantuan

        	
             Hubungi Kami
          
	
             Feedback
          


      

      
        Legal

        	
             Syarat Penggunaan
          
	
             Polisi
          


      

      
        Social

        	
            
              
                
              
              Linkedin
            

          
	
            
              
                
              
              Facebook
            

          
	
            
              
                
              
              Twitter
            

          
	
            
              
                
              
              Pinterest
            

          


      

      
        Dapatkan aplikasi percuma kami

        	
              
                
              
            


      

    

    
      
        
          Sekoly
          
            
          
          Topik
                  

        
          
                        Bahasa:
            
              Bahasa Melayu
              
                
              
            
          

          Copyright azpdf.org © 2024

        

      

    

  




    



  
        
        
        
          


        
    
  
  
  




    
    

    
        
            
                

            

            
                                
            

        

    




    
        
            
                
                    
                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                    

                    
                        

                        

                        

                        
                            
                                
                                
                                    
                                

                            

                        
                    

                    
                        
                            
                                
  

                                
                        

                        
                            
                                
  

                                
                        

                    

                

                                    
                        
                    

                            

        

    


